


	Disclaimer

Please be advised that this resource has been prepared by the Aboriginal Health and Medical Research Council of NSW (AH&MRC) to broadly meet the needs of AH&MRC’s Member Organisations. This resource is a general guide and will need to be amended to suit your particular organisation.

AH&MRC cannot guarantee that this resource will meet all the requirements of your individual organisation and may not be relevant to particular patients or their circumstances. AH&MRC strongly recommends that you undertake your own independent skill or judgement or seek appropriate professional advice relevant to their own particular circumstances when so doing.  

INTELLECTUAL PROPERTY AND COPYRIGHT 
Unless otherwise expressly stated, the copyright of this resource is owned by AH&MRC. This resource may only be used by AH&MRC’s Member organisations and cannot be used for any other purpose or by any other organisation or group.

This resource must not be published or replicated without AH&MRC’s written permission. All other rights are reserved. 

LIMITATION OF LIABILITY
AH&MRC takes reasonable steps to maintain the accuracy of information available in this resource, however, some or all of the information is current at the date of the first publication, and may, from time to time, be amended, or become superseded or otherwise inaccurate. AH&MRC is not responsible for ensuring that the information contained within this resource is accurate, current, suitable or complete, and offers no guarantee that this resource will meet your organisation's or particular patients’ needs.
Accordingly, where conditions and warranties implied by law cannot be excluded, the AH&MRC limits its liability where it is entitled to do so. Otherwise, AH&MRC, its employees and agents are not liable for any loss or damage (including consequential loss or damage) to any users of this resource, however caused, which may arise directly or indirectly from this resource.
GOVERNANCE AND IMPLEMENTATION
This resource should be reviewed and endorsed in accordance with the organisation’s governance and document control processes prior to implementation.
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My Health Record System Security and Access Policy Guidelines and Procedures
Practical companion to the Security and Access Policy
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[bookmark: sec002]How to use this document
This document tells staff and managers what to do before access is granted, during everyday use, when a person’s role changes, and if something goes wrong. The Service must replace bracketed text, assign named roles, align steps with its clinical software and incident plan, and obtain local approval before implementation.
	If you are
	Start with

	Any staff member using My Health Record
	Sections 3–6 and 11

	A manager approving access
	Sections 2 and 3

	RO, OMO, privacy, IT or clinical governance staff
	Sections 2 to 11 and the appendices

	A contractor or software support provider
	Sections 3, 4, 6 and 9



[bookmark: sec003]Important 2026 update
The My Health Records Rules 2026 commenced on 1 April 2026. An organisation registered before that date must update its security and access policy by 1 October 2026. The Agency fact sheet identifies the following additions to the previous requirements. This document turns them into practical actions for ACCHSs.
	Updated requirement
	What the Service must put in place

	Complete account lifecycle
	Document how accounts are authorised, created, modified, suspended and deactivated, including when an individual healthcare provider ceases to be linked to the Service.

	Recurring training
	Train users before first access, at least annually, and whenever the system or governing legislation changes significantly.

	Data-breach response
	Document how the Service will meet its obligations under section 75 of the My Health Records Act 2012.

	Broader security controls
	Document, implement, monitor and review physical, information, cybersecurity, technical and organisational controls, including data protection, encryption, backup and regular system maintenance.

	Wider policy access
	Communicate the policy and keep it readily accessible to employees, contracted healthcare providers and every individual healthcare provider linked to the Service.

	Policy review and evidence
	Review at least annually, after material risk changes and when requested by the System Operator; retain policy versions and evidence of implementation for the prescribed periods.



1. Purpose and principles
These procedures help the Service protect My Health Record information while enabling authorised staff to use it for lawful healthcare purposes. They support consistent decisions, clear accountability and evidence that the Service has implemented its approved policy.
· Access only for a lawful and legitimate healthcare purpose.
· Give each user only the access needed for their role.
· Use unique user accounts; never share credentials.
· Respect the person’s access controls and instructions.
· Check identity, record selection and information quality before viewing or uploading.
· Report suspected incidents immediately.
· Apply cultural safety, community control and local Aboriginal data-governance requirements.
2. Responsibilities
	Role
	What the role must do

	Board or governing body
	Endorse governance arrangements and receive assurance on compliance, incidents and significant risks.

	Chief Executive Officer
	Provide authority and resources; approve delegations, major corrective actions and escalation.

	Responsible Officer (RO)
	Oversee My Health Record registration and compliance; approve or oversee the policy; coordinate with the System Operator.

	Organisation Maintenance Officer (OMO)
	Maintain organisation details and links; administer access within delegation; action account changes promptly.

	Managers
	Request access based on duties; confirm training; notify changes, leave and departures; supervise use.

	Privacy Officer
	Advise on lawful handling; coordinate privacy complaints, breach assessment and notifications.

	Clinical Governance Lead
	Oversee safe clinical use, authoring, upload quality and clinical incidents.

	IT or security lead
	Maintain secure configuration, access logs, devices, backups, monitoring and incident support.

	Cultural governance authority
	Advise on cultural safety, community impacts, local protocols and Aboriginal data governance.

	Users
	Follow the policy and these procedures; access only for authorised duties; report risks immediately.




3. Procedure for authorising and managing My Health Record access and use
3.1 Authorising access and providing training
· The Service must document how users are authorised to access My Health Record, including creating and modifying accounts and identifying who is responsible for granting and managing access. Access includes viewing and uploading. 
· For National Provider Portal access, the RO or OMO authorises staff and manages individual healthcare provider links through HPOS. 
· Users must receive training before authorisation, annually and following significant changes to the legislation or My Health Record system. Training must cover accurate and responsible use, legal obligations and the consequences of breaching them. 
3.2 Creating and managing user accounts
· Restrict access to users whose duties require it. Uniquely identify each user and protect their identity with a password or equivalent mechanism that is sufficiently secure for the risks.
· Deactivate accounts when users are no longer authorised. Suspend access as soon as practicable after becoming aware that an account or its protection mechanism has been compromised. 
· Account procedures must address departure, compromised security, changed duties that no longer require access and individual healthcare providers ceasing to be linked to the Service. 
· Review account-management practices at least annually and ensure users are aware of and trained in them. 
· Retain records of authorisation and account creation, modification, suspension and deactivation for five years from creation. 
3.3 Accessing viewing and uploading information
· Authorised staff may access records to provide or support healthcare, subject to patient access controls, before, during or after consultation. 
· Clinical information authors must hold an HPI-I and meet the registration or professional-membership requirements described by ADHA. Additional requirements apply to shared health summaries. 
· Take reasonable steps to prevent uploads of inaccurate, incorrect, misleading, defamatory or outdated records.
· Comply with patient requests not to upload information. Explain that related Medicare information may still appear and patients must manage that themselves. Generally, upload consent is unnecessary; however, NSW restrictions require consent for HIV-related information. Staff must know how to prevent uploads when requested or when required consent is absent. Applicable share-by-default requirements remain subject to exceptions.
3.4 Patient access controls and codes
· A record access code controls access by healthcare provider organisations. The organisation enters it once; authorised providers within that organisation can then view the record. Setting a code does not prevent uploads. 
· A limited document access code allows organisations given the code to view restricted documents. 
· Do not retain patient access codes; destroy them after use. 
3.5 Emergency Access
· Emergency Access may override access controls only where the healthcare provider reasonably believes access is necessary to lessen or prevent a serious threat to an individual’s life, health or safety and obtaining the healthcare recipient’s consent is unreasonable or impracticable; or access is necessary to lessen or prevent a serious threat to public health or public safety.
· Emergency Access permits access to restricted information for five days, after which previous settings resume. It does not reveal deleted information, hidden documents or personal health notes. ADHA monitors its use and may ask organisations to review instances. Data-breach reporting obligations may apply to unauthorised access. 
· Do not use Emergency Access for personal or family browsing, demonstrations, or merely because a code is forgotten. 
Everyday rules for staff
	Staff must
	Staff must not

	Use only their own account and keep authentication factors secure.
	Share passwords, tokens, smartcards or logged-in sessions.

	Access a record only when required for authorised healthcare duties.
	Look up themselves, relatives, friends, colleagues, community members or public figures out of curiosity.

	Confirm the correct person before viewing, uploading, printing or downloading.
	Use records for demonstrations, informal training or testing.

	Follow patient access controls and any request not to upload.
	Keep a patient’s record access code or limited document access code.

	Use approved systems and secure connections.
	Copy My Health Record information into personal email, consumer cloud storage or unapproved AI tools.

	Report mistakes, unusual activity and suspected breaches immediately.
	Delete evidence, delay reporting or investigating beyond their authority.



4. Printing, downloading and sharing
· Print or download only when necessary for authorised care.
· Download only the information needed to treat the patient.
· Handle downloaded copies under the Privacy Act, applicable state or territory laws and professional obligations. Most My Health Records Act rules no longer apply to local copies.
· Share local copies for the primary purpose of collection, or with consent or another permitted exception.
· Take reasonable steps to protect copies from misuse, interference, loss and unauthorised access, modification or disclosure
· Use secure communication methods. OAIC recommends secure messaging where appropriate and available.
· Before sending unencrypted email, validate the address with the recipient. OAIC recommends encrypted or password-protected attachments for sensitive information.
· When information is no longer needed for a permitted purpose, take reasonable steps to destroy or de-identify it. Retention exceptions apply to Commonwealth records and information required by law or court or tribunal order.
5. Secure workplace and remote access
· Tailor physical security controls to the Service. ADHA examples include privacy screens, physical barriers and devices located in secure areas. 
· OAIC recommends securing remote access with unique login details and measures such as multi-factor authentication. 
· Perform regular system maintenance. Install software updates and security patches promptly.
· Check systems for errors, vulnerabilities and unusual behaviour. 
· Implement data protection, including encryption and regular backups. 
· Consider antivirus and malware protection appropriate to the Service’s systems and risks. 
· Monitor and review security measures regularly. Check audit logs for unusual or unauthorised access. 
· Identify security risks promptly. Act on them and report them to management.
· Keep records showing how security measures were implemented. Retain these records for two years from creation.

6. Incident and data-breach procedure
· A My Health Record data breach includes unauthorised collection, use or disclosure of information. 
· It also includes events or circumstances that compromise, or may compromise, system security or integrity. 
· Contain the situation immediately. Preserve evidence and reduce harm to patients. 
· Assess the impact, affected information, cause and actions needed. 
· Notify the person or team responsible for My Health Record privacy, security and compliance. 
· Notify ADHA as soon as practicable after becoming aware of an actual or potential breach. Do not wait for confirmation. 
· Notify OAIC as soon as practicable, unless the Service is a state or territory authority or instrumentality. 
· Use ADHA’s online notification form or its downloadable form. 
· For an actual breach, ask ADHA to notify affected patients. Ask for public notification if a significant number are affected. 
· For a potential breach, ask ADHA to notify affected patients if a breach is reasonably likely and its effects might be serious for at least one patient. 
· Continue investigating. Prevent recurrence and update ADHA and OAIC with further findings. 
7. Audit logging monitoring and policy review
· ADHA recommends audit logs identify the user, access date and time, patient record and information accessed. 
· Check logs regularly for unusual access or unauthorised behaviour. 
· Identify security risks promptly, act on them and report them to management. 
· Communicate the security and access policy to employees, linked individual providers and providers supplied services under contract. Keep it readily accessible. 
· Comply with the policy. Take all reasonable steps to ensure those people comply. 
· Keep the policy current. Give each version a unique number and effective date. 
· Review it at least annually, when material new or changed risks arise, and when the System Operator requests. 
· Consider unauthorised access, misuse, accidental disclosure, system changes and relevant legal or regulatory changes during reviews. 
8. Training and awareness procedure
· Train users before authorising access. 
· Provide training annually and following significant changes to My Health Record or its governing legislation. 
· Cover accurate and responsible use, legal obligations and consequences of breaches. 
· Ensure users understand and are trained in account-management practices. 
· Keep records of training provided. ADHA gives training registers and completion certificates as examples. 
· Retain training records for five years from creation. 
9. Contractors linked providers and vendors
· Communicate the policy to providers supplied services under contract and linked individual healthcare providers. Keep it readily accessible. 
· Take all reasonable steps to ensure these providers comply with the policy. 
· OAIC recommends that contracts facilitating My Health Record access allow monitoring of users’ access. 
· OAIC recommends contractual requirements to follow the policy and implement physical and information security measures. 
· OAIC also recommends contractual requirements to identify and act on security and privacy risks, and report suspected or actual breaches. 

10. Records and retention
The 2026 Rules introduce additional record-keeping requirements. Organisations must retain evidence demonstrating how their security and access policy has been implemented and followed. 
The table below summarises the required record types and retention periods specified in Rule 45.

	Topics
	Retention Period

	Procedures for authorizing users and managing user accounts
	5 years

	Training records
	5 years

	Process for identifying the individual who accesses a person’s record (on each occasion)
	2 years

	Process for ensuring compliance with My Health Record data breach obligations
	2 years

	Security Measures
	2 years


· Provide a requested current or previous policy version within seven days of receiving the System Operator’s written request. 
· Provide requested implementation records within seven days of receiving the System Operator’s written request. 
11. Cultural safety and Aboriginal data governance
My Health Record information may be especially sensitive in small communities. Apply these procedures alongside the Service’s privacy, clinical and incident procedures. Kinship alone does not make care inappropriate. Never access a record because of curiosity, kinship, community standing or personal concern.
11.1 Respond to kinship avoidance or conflicts
Notify: Pause the affected non-urgent task and privately notify your supervisor or clinical lead. If that person has a conflict, contact the next manager or designated alternative. For urgent care, seek direction from the senior clinician on duty without delaying necessary treatment.
Assess: The supervisor or clinical lead discusses the concern with the staff member, considers the patient’s preferences and decides whether reassignment or other safeguards are needed. Seek cultural advice where the appropriate arrangement is unclear.
Reassign: Where appropriate, the supervisor or clinical lead identifies a suitably skilled worker who has the required authorisation and no relevant conflict. Confirm their availability and acceptance of the task, update the appointment or work allocation and arrange a confidential handover. Each worker must use their own account; reassignment does not grant access itself.
Escalate: If no suitable worker is available, the senior clinician or manager arranges another safe appointment, location or referral. For urgent care, document the safeguards and clinical decision. Any Emergency Access must meet the conditions in Section 3.5.
Record and report: Document the concern, decision, responsible person and follow-up securely. Include only necessary care arrangements in the clinical record. Report suspected unauthorised access or disclosure immediately to the Privacy Officer or incident lead and RO/OMO under Section 6.
11.2 Involve cultural governance
· The cultural governance authority is the person or body formally designated by the Service to advise on cultural safety, Aboriginal data governance and community trust. This may be the Board, nominated Elders, a cultural governance committee or lead, or another formally designated role. The Service must name its contact, responsibilities, confidentiality arrangements and an alternative contact where a conflict exists.
· The supervisor or clinical lead should seek cultural governance advice when a concern cannot be safely resolved, the patient requests cultural involvement, or recurring concerns suggest procedures need to change. Routine concerns resolved safely do not automatically require Board or Elders involvement.
· For a potentially material incident, staff must immediately notify the Privacy Officer or incident lead. That lead notifies the CEO or delegated senior manager, who coordinates prompt cultural governance involvement alongside clinical and privacy responses. Do not delay urgent care, containment or required reporting while awaiting cultural advice.
· A material incident is one that causes, or could cause, significant harm to Aboriginal patients, cultural safety or community trust, even if only one patient is affected. Examples include unauthorised access to a relative’s record followed by community disclosure, or repeatedly disregarding an avoidance arrangement and causing distress or disengagement from care. This local escalation term does not determine statutory breach-reporting obligations.
· Cultural governance membership does not authorise access to patient records. Use de-identified information for advice wherever possible. Share identifiable information only where lawful, authorised and necessary.
11.3 Respectful communication and information use
· Explain information sharing in plain language, allow questions and offer interpreters or culturally appropriate resources. Involve family or a support person chosen by the patient.
· Minimise identifying information in reports, audits, training and requests for cultural advice, including identification risks in small communities.
· Before proposing research, analytics, AI development, funding submissions or other secondary uses of My Health Record information, refer the proposal to the manager and Privacy Officer, with RO/OMO involvement. Do not access, extract or reuse information until the lawful basis and required organisational, cultural and ethics approvals are confirmed. Approval alone does not create a lawful basis.
Before implementation, record the named supervisor/clinical lead, Privacy Officer/incident lead, RO/OMO, CEO delegate and cultural governance contact, including after-hours and conflict alternatives. Specify where decisions are recorded and who confirms actions are completed.



12. Implementation checklist
	Implementation action
	Owner
	Due date
	Complete

	Policy and these procedures are locally adapted, approved and communicated to employees, contracted providers and linked individual providers.
	[Name]
	DD/MM/YYYY
	☐

	RO, OMO, Privacy Officer, Clinical Governance Lead, IT/security lead and cultural-governance authority are named.
	[Name]
	DD/MM/YYYY
	☐

	Access profiles and approvers are documented for each system and site.
	[Name]
	DD/MM/YYYY
	☐

	Account authorisation, creation, modification, suspension, deactivation and linked-provider workflows are operating.
	[Name]
	DD/MM/YYYY
	☐

	Mandatory induction, annual refresher and significant-change training are configured and recorded.
	[Name]
	DD/MM/YYYY
	☐

	Staff know how to action patient access codes and do-not-upload requests.
	[Name]
	DD/MM/YYYY
	☐

	NSW sensitive-information consent requirements are included in clinical workflows.
	[Name]
	DD/MM/YYYY
	☐

	Emergency Access use is documented and reviewed.
	[Name]
	DD/MM/YYYY
	☐

	Incident contacts, section 75 escalation steps and external notification processes are current.
	[Name]
	DD/MM/YYYY
	☐

	Audit schedule, high-risk triggers and corrective-action register are active.
	[Name]
	DD/MM/YYYY
	☐

	Encryption, backup, maintenance, monitoring and other security controls are documented and evidenced.
	[Name]
	DD/MM/YYYY
	☐

	Vendor contracts and remote access controls are reviewed.
	[Name]
	DD/MM/YYYY
	☐

	Required five-year and two-year evidence is retained and can be produced promptly.
	[Name]
	DD/MM/YYYY
	☐



[bookmark: sec044]Appendix A Access Request and Approval Form
	Field
	Response

	User full name
	

	Position and team
	

	Work location
	

	Employment or engagement status
	

	Start date and end date if temporary
	

	Identity verified by and date
	

	HPI-I and professional status if applicable
	

	System or access method
	

	Requested access profile
	

	Duties requiring access
	

	Training completed and date
	

	Confidentiality acknowledgement
	

	Additional privacy or cultural controls
	

	Manager recommendation
	

	RO/OMO or delegate decision
	

	Permissions granted
	

	Activation date and user ID
	

	Next review date
	




[bookmark: sec045]Appendix B Account Change and Deactivation Checklist
	Action
	Completed by
	Date and time

	Change or departure confirmed
	
	

	Access scope reviewed
	
	

	Local clinical-system access changed or disabled
	
	

	NPP or organisation link changed or disabled
	
	

	Remote and privileged access disabled
	
	

	Tokens, smartcards and devices recovered
	
	

	Recent activity reviewed if required
	
	

	User and manager notified
	
	

	Account register updated
	
	

	Evidence filed
	
	



[bookmark: sec046]Appendix C Emergency Access Review Record
	Field
	Response

	Patient identifiers
	

	User and role
	

	Date and time
	

	Serious threat identified
	

	Why consent could not reasonably be obtained or public-health condition applied
	

	Why ordinary access was insufficient
	

	Information accessed
	

	Clinical action supported
	

	Senior clinician consulted
	

	Clinical record entry completed
	

	Privacy/clinical governance notification
	

	Reviewer finding
	

	Corrective or follow-up action
	



[bookmark: sec047]Appendix D Incident Initial Report
	Field
	Response

	Reporter and contact
	

	Date and time detected
	

	What happened
	

	Affected person or people
	

	Systems and records involved
	

	Immediate containment
	

	Patient-safety impact
	

	Privacy impact
	

	Cybersecurity impact
	

	Cultural or community impact
	

	Evidence preserved
	

	People notified internally
	

	External notification assessment
	

	Incident lead
	

	Corrective actions and owners
	

	Closure date and approval
	



[bookmark: sec048]Appendix E Manager Quick Checklist
· Before access: verify need, identity, role, training, HPI-I where applicable, profile and approval.
· During engagement: notify role changes, review access, reinforce safe practice and act on overdue training.
· At departure: notify early, deactivate immediately, recover assets and record completion.
· If an incident occurs: contain safely, report immediately, preserve evidence and support culturally safe communication.
[bookmark: sec049]Appendix F Training and Communication Register
	Person / audience
	Requirement and evidence
	Completion / communication date
	Next due date
	Decision / owner

	
	Initial / annual / significant-change / recognised external training
	DD/MM/YYYY
	DD/MM/YYYY
	

	
	Policy version communicated and location provided
	DD/MM/YYYY
	N/A
	



[bookmark: sec050]Appendix G Security-Control Evidence Register
	Control
	Evidence retained
	Review / test date
	Finding or exception
	Owner / action

	Data protection and encryption
	
	DD/MM/YYYY
	
	

	Backup and recovery
	
	DD/MM/YYYY
	
	

	Patch and system maintenance
	
	DD/MM/YYYY
	
	

	Access and privileged-account monitoring
	
	DD/MM/YYYY
	
	

	Physical and remote-access security
	
	DD/MM/YYYY
	
	



13. Related legislation and official guidance
	Source
	Access

	Agency fact sheet: Revised security and access policy requirements for healthcare provider organisations — My Health Records Rules 2026
	Attached source document, Australian Digital Health Agency, 3 September 2026

	My Health Records Act 2012
	https://www.legislation.gov.au/C2012A00063/latest/text

	My Health Records Rules 2026
	https://www.legislation.gov.au/F2026L00392/latest/text

	My Health Records Regulations 2026
	https://www.legislation.gov.au/F2026L00387/latest/text

	My Health Record information for healthcare providers
	https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record

	My Health Record participation obligations
	https://www.digitalhealth.gov.au/healthcare-providers/initiatives-and-programs/my-health-record/registration-and-security/participation-obligations

	OAIC My Health Record guidance
	https://www.oaic.gov.au/privacy/your-privacy-rights/health-information/my-health-record



Information revised against the Australian Digital Health Agency fact sheet dated 3 September 2026 and official guidance available on 16 September 2026. The Service should check for updates before approval and at each review.
14. Version history
	Version
	Date
	Author
	Change summary

	1.0
	20/10/2026
	[Name]
	ACCHS MHR guidelines and procedures 
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