
Securing the future
Cyber security and My Health Record insights
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• Beyond the adoption of electronic medical records or new software
• Reimagining engagement with patients, consumers and the broader community
• Not a one-size-fits-all proposition
• Making healthcare accessible

Navigating the Digital Frontier



• Connecting technology systems and sharing data
• Improving accessibility, promoting preventive care, and enhancing patient engagement
• Technology is the enabler, strategy is the navigator

Navigating the Digital Frontier



Digital transformation continues to improve 
many aspects of our daily lives – including 
health care outcomes



• Cyber criminals aim to find weaknesses in an organisation that they can exploit through 
cyber attacks.

• Healthcare sector is a prime target.
• An attack can lead to:

• Loss or theft of sensitive health information
• Significant disruptions to service delivery
• Reputational damage
• Loss of consumer confidence

Why we need to talk about cyber security



Cyber security is everyone’s responsibility



Common cyber threats

Phishing Business Email 
Compromise (BEC)

Ransomware



Phishing



Types of Phishing

Email SMS (smishing) Phone call (vishing) QR code (quishing)



Source: https://ia.acs.org.au/article/2023/sydney-man-charged-with-sending-17m-scam-texts.html  

https://ia.acs.org.au/article/2023/sydney-man-charged-with-sending-17m-scam-texts.html


Why are phishing attacks so successful?

44% of people 
think an email is 

safe when it 
contains familiar 

branding

1 in 3 people 
admit to taking 

risky actions 
when faced with 
a phishing threat

Source: Proofpoint (2023) State of the Phish Report

https://www.proofpoint.com/sites/default/files/threat-reports/pfpt-au-tr-state-of-the-phish-2023.pdf


How to identify a phishing email

Source: Mail Guard (2023)

1 The email address is incorrect

Too good to be true4

3 Unsolicited or unexpected 

May contain spelling, grammar or formatting 
errors.

5

2 Generic greeting (dear customer)

It has a malicious link or attachment:
• Directs to a website that steals information
• Installs malware

6

From: MyGov <myappeles026456@hotmail.com> 
To: You
Subject: Pending refund!



Source: Mail Guard (2023)



Smishing or safe?



UNSAFE SAFE 





UNSAFE SAFE 





$84 M
total self reported losses from Business Email Compromise in Australia last 
financial year (2023-2024)

Source: Annual Cyber Threat Report 2023-2024 | Cyber.gov.au

https://www.cyber.gov.au/about-us/view-all-content/reports-and-statistics/annual-cyber-threat-report-2023-2024


Business email 
compromise (BEC)
• Targeted to a specific organisation or 

person 
• Impersonate (or have compromised) 

known contacts and send scam emails 
and text messages

• Common BEC Scams:
• CEO/Executive Fraud 
• invoice fraud 
• data theft



Observing transactions, they 
identify opportunities to divert 
money into their own accounts

Impersonate known senders (e.g. a 
vendor or CEO) using hacked 
accounts, or spoofed emails

Criminals send victims an email 
requesting action – whether its 

updating payment details or other 
sensitive information

Victim completes the request, 
resulting in payment or 

information being sent to the 
cybercriminal

Businesses often only realise they 
have been caught out once it is too 

late

Criminals compromise the email 
and IT systems of a legitimate 

business

Anatomy of BEC attacks



How BEC/targeted attacks eventuate

Staff, supplier or 
partner’s email is 

compromised

Phishing Data breaches Website/social 
media scraping



“Ransomware remains a highly destructive 
cyber crime threat”

- Australian Cyber Security Centre 2023



“Compromised credentials were the number 
one root cause of ransomware attacks against 
healthcare organisations”

- Sophos State of Ransomware in Health 2023



Source: Australian Cyber Security Centre (2023)



32

If your device is infected with ransomware

1

Disconnect from the 
internet and network (e.g. 

turn on airplane mode, turn 
off the Wi-Fi)

Take a picture or 
screenshot of the ransom 

message

Call your IT Provider; call 
the ACSC on 1300 

CYBER1 (1300 292 371)



Reasons why cyber attacks are successful and 
how we need to retrain our brain…



We’re very busy and stressed

52% of people 
surveyed 

admitted that 
stress causes 
them to make 
more mistakes

47% of those 
who had fallen 
for a phishing 

attack attributed 
it to being 
distracted

Source: https://www.tessian.com/blog/why-we-click-on-phishing-scams/



Our brains try to make us efficient as possible

Source: https://www.dictionary.com/e/typoglycemia/

“Aoccdrnig to a rscheearch at Cmabrigde Uinervtisy, it deosn’t 
mttaer in waht oredr the ltteers in a wrod are, the olny iprmoetnt 
tihng is taht the frist and lsat ltteer be at the rghit pclae. The rset 
can be a toatl mses and you can sitll raed it wouthit porbelm. Tihs 
is bcuseae the huamn mnid deos not raed ervey lteter by istlef, 
but the wrod as a wlohe.”

https://www.dictionary.com/e/typoglycemia/


Which doesn’t help when trying to analyse 
phishing scams…

Source: https://www.dictionary.com/e/typoglycemia/

“According to a researcher (sic) at Cambridge University, it 
doesn't matter in what order the letters in a word are, the only 
important thing is that the first and last letter be at the right place. 
The rest can be a total mess and you can still read it without 
problem. This is because the human mind does not read every 
letter by itself but the word as a whole.

https://www.dictionary.com/e/typoglycemia/


Spot the difference

Mircosoft Microsoft



As humans we are instinctively biological than logical 



This is Westpac. We are seeing large 
sums of money being transferred from 

your account. We’re suspending it 
immediately unless you can confirm 

your account details to us.



This is Microsoft, we have identified 
some security issues on your 

computer, we need to remote in to fix 
them



Hi there, this is the Australian Taxation 
Office. There is a serious matter 

regarding your unpaid taxation bill.



I know we only just started talking and 
we’ve never met but I think I’m falling in 

love with you



Congratulations Swiftie, you have won 
2 tickets to the Taylor Swift concert. 

Click here to claim your prize



Before clicking on any links or attachments or sharing personal details ask yourself:
• Are my emotions heightened?
• Is there a sense of urgency?
• Can this person prove their identity?

• Did this message come from a legitimate sender (e.g., correct email address, phone 
number or social profile)

• Did my colleague/friend send this message to me (e.g., has their account been 
hacked)?

• Are there attachments or links in the message?
• Does this offer sound too good to be true?

How to spot a phishing scam



Secure your accounts
• Use strong passwords
• Multi-factor authentication



Passwords
“Now I need a new name because 
someone guessed my owner’s password”.

How easy would it be to get your 
password?





Top 15 passwords found in data breaches

123456 princess nicole

12345 1234567 daniel

123456789 rockyou babygirl

password 12345678 monkey

iloveyou abc123 lovely

Source: The Most Common Passwords 2025 - More than 14.3 million passwords

https://md5hashonline.com/most-common-passwords/


How to create a strong passphrase

Note: please do not use these examples as your password or passphrase.

TortoiseTurtlePurpleApple#35KittenChocolatePuppyHappy99!

Four words mashed:



https://haveibeenpwned.com/

https://haveibeenpwned.com/










Multi-factor authentication (MFA) or two-factor 
authentication (2FA)

Source: Digital Health Security Awareness eLearning course



• Protect patient privacy and sensitive information
• Prevent unauthorised use
• Avoid data being tampered with
• Reduce the chance of cyber attacks
• Protect your practice’s reputation

Lock your device when unattended to:



Press Alt, Ctrl + Delete before you leave your seat
Or, ‘Windows’ + L, works as well!

Tracey’s jingle to locking your computer…



Adopt a cyber resilience strategy
Cyber resilience: the ability to continuously deliver business objectives and 
organisational services despite cyber incidents, events and attacks.





Digital health security awareness courses

• The Australian Digital Health Agency has 
developed a free eLearning course for 
people who work in healthcare. 

• The Digital Health Security Awareness 
course has been developed by the 
Agency’s cyber security team, in 
consultation with representatives from a 
range of healthcare settings and 
disciplines, including medicine, nursing, 
pharmacy, practice management and 
allied health. https://training.digitalhealth.gov.au/ 

Digital Security
Awareness 
e-Learning Course

https://training.digitalhealth.gov.au/


Additional digital health courses

https://training.digitalhealth.gov.au/ 

https://training.digitalhealth.gov.au/


https://www.digitalhealth.gov.au/support/digital-health-cyber-security-alerts 

https://www.digitalhealth.gov.au/support/digital-health-cyber-security-alerts


My Health Record insights
Zac Woodalba



What is My Health Record?

An online 
summary of an 
individual’s key 

health 
information 

Personally 
controlled 

Part of a 
national 
system

Accessible at all 
times 

Protected 



Who here is using My Health Record?

Yes, its deadly No, not yet



My Health Record documents 

• Personal health summary
• Advance Care Planning 

documents
• Emergency contacts
• Childhood development

• Prescription information
• Australian Immunisation Register
• Australian Organ Donor Register
• Medicare Services -MBS and DVA 

items

• Shared health summaries
• Discharge summaries
• Event summaries
• Prescription and dispense records
• Specialist letters
• Pharmacist Shared Medicines List
• Diagnostic Imaging reports
• Pathology reports
• Goals of care
• eReferrals
• Residential care transfer reason
• Residential care health summary
• Residential care medication chart

Healthcare provider documents  

Consumer entered information 

Medicare information

Shared with My Health Record

• Care and support plans
• MyMedicare registration



Immunisation 
Consolidated View 

Pathology Reports 
Overview 

Diagnostic Imaging 
Reports Overview

Prescription and 
Dispense View 

Medicines View 

Medicare Overview 

Overviews
Medical Conditions View

Residential Care Transfer 
Overview



My Health Record - benefits

Quick, Centralised Access to Health Information

Safer, More Efficient Care

Better Health Management

Convenient and Secure Access



View
• Log in to My Health 

Record through myGov

• my health app

• Other conformant apps

 Add information
• Log in to My Health 

Record through myGov

• Some information can 
be added through my 
health app

View

• Conformant 
software

• National Provider 
Portal

Upload
 
• Conformant 

software

How to access My Health Record?

Healthcare providers Consumers  



If a new patient comes into your clinic, 
how do you find out their story?



What do you think of Electronic Prescriptions?

Deadly Not deadly



1 2 3 54

How do individuals use ASL?

An individual 
attends their 

preferred 
pharmacy and 
requests to be 

registered for an 
ASL

The individual 
attends the doctor 

and requires a 
prescription

The repeats, if any 
available, will be 
added to the ASL 
by the pharmacy

If the individual 
chooses, an 
electronic 

prescription is 
provided and is 
automatically 

added to the ASL

The individual then 
presents to their 

preferred pharmacy, 
validates their 
identity, and 
medicine is 

dispensed from the 
ASL via conformant 

software (MySL)



Did you know more pathology and radiology results 
will be on My Health Record soon?

Of course I did! No idea



Any questions?



WEB:

EMAIL:

PHONE:

digitalhealth.gov.au

help@digitalhealth.gov.au

General enquiries 1300 901 001

My Health Record Helpline 1800 723 0471

Australian Digital Health Agency

@AuDigitalHealth      

@AuDigitalHealth 

Contact
Australian Digital Health Agency


	Securing the future
	Slide Number 2
	Navigating the Digital Frontier
	Navigating the Digital Frontier
	Digital transformation continues to improve many aspects of our daily lives – including health care outcomes
	Why we need to talk about cyber security
	Cyber security is everyone’s responsibility
	Common cyber threats
	Phishing
	Types of Phishing
	Slide Number 11
	Why are phishing attacks so successful?
	How to identify a phishing email
	Slide Number 14
	Smishing or safe?
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Business email compromise (BEC)
	Anatomy of BEC attacks
	How BEC/targeted attacks eventuate
	“Ransomware remains a highly destructive cyber crime threat”
	“Compromised credentials were the number one root cause of ransomware attacks against healthcare organisations”
	Slide Number 26
	If your device is infected with ransomware
	Reasons why cyber attacks are successful and how we need to retrain our brain…
	We’re very busy and stressed
	Our brains try to make us efficient as possible
	Which doesn’t help when trying to analyse phishing scams…
	Spot the difference
	As humans we are instinctively biological than logical 
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	How to spot a phishing scam
	Secure your accounts
	Passwords
	Slide Number 42
	Top 15 passwords found in data breaches
	How to create a strong passphrase
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Multi-factor authentication (MFA) or two-factor authentication (2FA)
	Lock your device when unattended to:
	Tracey’s jingle to locking your computer…
	Adopt a cyber resilience strategy
	Slide Number 54
	Digital health security awareness courses
	Additional digital health courses
	Slide Number 57
	My Health Record insights
	What is My Health Record?
	Who here is using My Health Record?
	My Health Record documents 
	Overviews
	My Health Record - benefits
	How to access My Health Record?
	If a new patient comes into your clinic, �how do you find out their story?
	What do you think of Electronic Prescriptions?
	How do individuals use ASL?
	Did you know more pathology and radiology results will be on My Health Record soon?
	Any questions?
	Contact

